Unit -1
SCSX1026 — Cryptography and Network Security
1.1. THE OSI SECURITY ARCHITECTURE

The OSI security architecture focuses on security attacks, mechanisms, and services. These can
be defined briefly as follows:

» Security attack: Any action that compromises the security of information owned by an
organization.

» Security mechanism: A process (or a device incorporating such a process) that is
designed to detect, prevent, or recover from a security attack.

» Security service: A processing or communication service that enhances the security of
the data processing systems and the information transfers of an organization.

1.2. SECURITY ATTACKS

A useful means of classifying security attacks, is in terms of passive attacks and active attacks.
A passive attack attempts to learn or make use of information from the system but does not affect
system resources. An active attack attempts to alter system resources or affect their operation.
PASSIVE ATTACKS

Passive attacks are in the nature of eavesdropping on, or monitoring of, transmissions. The goal
of the opponent is to obtain information that is being transmitted. Two types of passive attacks
are release of message contents and traffic analysis.

The release of message contents is easily understood (Figure 1.1a). A telephone conversation, an
electronic mail message, and a transferred file may contain sensitive or confidential information.
We would like to prevent an opponent from learning the contents of these transmissions.
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Figure 1.1. Passive Attacks
A second type of passive attack, traffic analysis, is subtler (Figure 1.1b). Suppose that we had a
way of masking the contents of messages or other information traffic so that opponents, even if
they captured the message, could not extract the information from the message. The common
technique for masking contents is encryption. If we had encryption protection in place, an
opponent might still be able to observe the pattern of these messages. The opponent could
determine the location and identity of communicating hosts and could observe the frequency and
length of messages being exchanged.
Passive attacks are very difficult to detect because they do not involve any alteration of the data.
Typically, the message traffic is not sent and received in an apparently normal fashion and the
sender nor receiver is aware that a third party has read the messages or observed the traffic
pattern.
ACTIVE ATTACKS
Active attacks involve some modification of the data stream or the creation of a false stream and
can be subdivided into four categories: masquerade, replay, modification of messages, and
denial of service.
A masquerade takes place when one entity pretends to be a different entity (Figure 1.2a). A
masquerade attack usually includes one of the other forms of active attack. For example,
authentication sequences can be captured and replayed after a valid authentication sequence has
taken place, thus enabling an authorized entity with few privileges to obtain extra privileges by
impersonating an entity that has those privileges.




Replay involves the passive capture of a data unit and its subsequent retransmission to produce
an unauthorized effect (Figure 1.2b).

Modification of messages simply means that some portion of a legitimate message is altered, or
that messages are delayed or reordered, to produce an unauthorized effect (Figure 1.2c). For
example, a message meaning "Allow John Smith to read confidential file accounts" is modified
to mean "Allow Fred Brown to read confidential file accounts."

The denial of service prevents or inhibits the normal use or management of communications
facilities (Figure 1.2d). This attack may have a specific target; for example, an entity may
suppress all messages directed to a particular destination (e.g., the security audit service).
Another form of service denial is the disruption of an entire network, either by disabling the
network or by overloading it with messages so as to degrade performance.
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Figure 1.2. Active Attacks

1.3. SECURITY SERVICES

AUTHENTICATION

The assurance that the communicating entity is the one that it claims to be.

Peer Entity Authentication

Used in association with a logical connection to provide confidence in the identity of the entities
connected.

Data Origin Authentication

In a connectionless transfer, provides assurance that the source of received data is as claimed.
ACCESS CONTROL

The prevention of unauthorized use of a resource (i.e., this service controls who can have access
to a resource, under what conditions access can occur, and what those accessing the resource are
allowed to do).

DATA CONFIDENTIALITY

The protection of data from unauthorized disclosure.

Connection Confidentiality

The protection of all user data on a connection.

Connectionless Confidentiality

The protection of all user data in a single data block
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Selective-Field Confidentiality

The confidentiality of selected fields within the user data on a connection or in a single data
block.

Traffic Flow Confidentiality

The protection of the information that might be derived from observation of traffic flows.

DATA INTEGRITY

The assurance that data received are exactly as sent by an authorized entity (i.e., contain no
modification, insertion, deletion, or replay).

Connection Integrity with Recovery

Provides for the integrity of all user data on a connection and detects any modification, insertion,
deletion, or replay of any data within an entire data sequence, with recovery attempted.
Connection Integrity without Recovery

As above, but provides only detection without recovery.

Selective-Field Connection Integrity

Provides for the integrity of selected fields within the user data of a data block transferred over a
connection and takes the form of determination of whether the selected fields have been
modified, inserted, deleted, or replayed.

Connectionless Integrity

Provides for the integrity of a single connectionless data block and may take the form of
detection of data modification. Additionally, a limited form of replay detection may be provided.
Selective-Field Connectionless Integrity

Provides for the integrity of selected fields within a single connectionless data block; takes the
form of determination of whether the selected fields have been modified.

NONREPUDIATION

Provides protection against denial by one of the entities involved in a communication of having
participated in all or part of the communication.

Nonrepudiation, Origin

Proof that the message was sent by the specified party.

Nonrepudiation, Destination

Proof that the message was received by the specified party.

AUTHENTICATION

The authentication service is concerned with assuring that a communication is authentic. In the
case of a single message, such as a warning or alarm signal, the function of the authentication
service is to assure the recipient that the message is from the source that it claims to be from. In
the case of an ongoing interaction, such as the connection of a terminal to a host, two aspects are
involved. First, at the time of connection initiation, the service assures that the two entities are
authentic, that is, that each is the entity that it claims to be. Second, the service must assure that
the connection is not interfered with in such a way that a third party can masquerade as one of
the two legitimate parties for the purposes of unauthorized transmission or reception.

Two specific authentication services are defined in X.800:

Peer entity authentication: Provides for the corroboration of the identity of a peer entity in an
association. It is provided for use at the establishment of, or at times during the data transfer
phase of, a connection. It attempts to provide confidence that an entity is not performing either

a masquerade or an unauthorized replay of a previous connection.

Data origin authentication: Provides for the corroboration of the source of a data unit. It does
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not provide protection against the duplication or modification of data units. This type of service
supports applications like electronic mail where there are no prior interactions between the
communicating entities.

ACCESS CONTROL

In the context of network security, access control is the ability to limit and control the access to
host systems and applications via communications links. To achieve this, each entity trying to
gain access must first be identified, or authenticated, so that access rights can be tailored to the
individual.

DATA CONFIDENTIALITY

Confidentiality is the protection of transmitted data from passive attacks. With respect to the
content of a data transmission, several levels of protection can be identified. The broadest service
protects all user data transmitted between two users over a period of time. For example, when a
TCP connection is set up between two systems, this broad protection prevents the release of any
user data transmitted over the TCP connection. Narrower forms of this service can also be
defined, including the protection of a single message or even specific fields within a message.
These refinements are less useful than the broad approach and may even be more complex and
expensive to implement. The other aspect of confidentiality is the protection of traffic flow from
analysis. This requires that an attacker not be able to observe the source and destination,
frequency, length, or other characteristics of the traffic on a communications facility.

DATA INTEGRITY

As with confidentiality, integrity can apply to a stream of messages, a single message, or selected
fields within a message. Again, the most useful and straightforward approach is total stream
protection.

A connection-oriented integrity service, one that deals with a stream of messages, assures that
messages are received as sent, with no duplication, insertion, modification, reordering, or
replays. The destruction of data is also covered under this service. Thus, the connection-oriented
integrity service addresses both message stream modification and denial of service. On the other
hand, a connectionless integrity service, one that deals with individual messages without regard
to any larger context, ge nerallyprovides protection against message modification only.

We can make a distinction between the service with and without recovery. Because the integrity
service relates to active attacks, we are concerned with detection rather than prevention. If a
violation of integrity is detected, then the service may simply report this violation, and some
other portion of software or human intervention is required to recover from the violation.
Alternatively, there are mechanisms available to recover from the loss of integrity of data, as we
will review subsequently. The incorporation of automated recovery mechanisms is, in general,
the more attractive alternative.

NONREPUDIATION

Nonrepudiation prevents either sender or receiver from denying a transmitted message. Thus,
when a message is sent, the receiver can prove that the alleged sender in fact sent the message.
Similarly, when a message is received, the sender can prove that the alleged receiver in fact
received the message.

1.4. SECURITY MECHANISMS

There are two types of security Mechanisms 1. Specific Security Mechanisms 2. Pervasive
Security Mechanisms

SPECIFIC SECURITY MECHANISMS



May be incorporated into the appropriate protocol layer in order to provide some of the OSI
security services.

Encipherment

The use of mathematical algorithms to transform data into a form that is not readily intelligible.
The transformation and subsequent recovery of the data depend on an algorithm and zero or
more encryption keys.

Digital Signature

Data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the
data unit to prove the source and integrity of the data unit and protect against forgery (e.g., by the
recipient).

Access Control

A variety of mechanisms that enforce access rights to resources.

Data Integrity

A variety of mechanisms used to assure the integrity of a data unit or stream of data units.
Authentication Exchange

A mechanism intended to ensure the identity of an entity by means of information exchange.
Traffic Padding

The insertion of bits into gaps in a data stream to frustrate traffic analysis attempts.

Routing Control

Enables selection of particular physically secure routes for certain data and allows routing
changes, especially when a breach of security is suspected.

Notarization

The use of a trusted third party to assure certain properties of a data exchange.

PERVASIVE SECURITY MECHANISMS

Mechanisms that are not specific to any particular OSI security service or protocol layer.
Trusted Functionality

That which is perceived to be correct with respect to some criteria (e.g., as established by a
security policy).

Security Label

The marking bound to a resource (which may be a data unit) that names or designates the
security attributes of that resource.

Event Detection

Detection of security-relevant events.

Security Audit Trail

Data collected and potentially used to facilitate a security audit, which is an independent review
and examination of system records and activities.

Security Recovery

Deals with requests from mechanisms, such as event handling and management functions, and
takes recovery actions.

1.5. A Model for Network Security

A model for much of what we will be discussing is captured, in very general terms, in Figure 1.3.
A message is to be transferred from one party to another across some sort of internet. The two
parties, who are the principals in this transaction, must cooperate for the exchange to take place.
A logical information channel is established by defining a route through the internet from source



to destination and by the cooperative use of communication protocols (e.g., TCP/IP) by the two
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Figure 1.3. Model for Network Security

Security aspects come into play when it is necessary or desirable to protect the information
transmission from an opponent who may present a threat to confidentiality, authenticity, and so
on. All the techniques for providing security have two components:

>

A security-related transformation on the information to be sent. Examples include the
encryption of the message, which scrambles the message so that it is unreadable by the
opponent, and the addition of a code based on the contents of the message, which can be
used to verify the identity of the sender

Some secret information shared by the two principals and, it is hoped, unknown to the
opponent. An example is an encryption key used in conjunction with the transformation
to scramble the message before transmission and unscramble it on reception.

A trusted third party may be needed to achieve secure transmission. For example, a third party
may be responsible for distributing the secret information to the two principals while keeping it
from any opponent. Or a third party may be needed to arbitrate disputes between the two
principals concerning the authenticity of a message transmission.

This general model shows that there are four basic tasks in designing a particular security
service:

>

>
>
>

Design an algorithm for performing the security-related transformation. The algorithm
should be such that an opponent cannot defeat its purpose.

Generate the secret information to be used with the algorithm.

Develop methods for the distribution and sharing of the secret information.

Specify a protocol to be used by the two principals that makes use of the security
algorithm and the secret information to achieve a particular security service.



1.6. CLASSICAL ENCRYPTION TECHNIQUES

>

>

Symmetric encryption is a form of cryptosystem in which encryption and decryption are
performed using the same key. It is also known as conventional encryption.

Symmetric encryption transforms plaintext into ciphertext using a secret key and an
encryption algorithm. Using the same key and a decryption algorithm, the plaintext is
recovered from the ciphertext.

The two types of attack on an encryption algorithm are cryptanalysis, based on properties
of the encryption algorithm, and brute-force, which involves trying allpossible keys.
Traditional (precomputer) symmetric ciphers use substitution and/or transposition
techniques. Substitution techniques map plaintext elements (characters, bits) into
ciphertext elements. Transposition techniques systematically transpose the positions of
plaintext elements.

Rotor machines are sophisticated precomputer hardware devices that use substitution
techniques.

Steganography is a technique for hiding a secret message within a larger one in such a
way that others cannot discern the presence or contents of the hidden message.

Before beginning, we define some terms. An original message is known as the plaintext, while
the coded message is called the ciphertext. The process of converting from plaintext to
ciphertext is known as enciphering or encryption; restoring the plaintext from the ciphertext is
deciphering or decryption. The many schemes used for encryption constitute the area of study
known as cryptography. Such a scheme is known as a cryptographic system or a cipher.
Techniques used for deciphering a message without any knowledge of the enciphering details
fall into the area of cryptanalysis. Cryptanalysis is what the layperson calls "breaking the code."
The areas of cryptography and cryptanalysis together are called cryptology.

1.7. SYMMETRIC CIPHER MODEL

A symmetric encryption scheme has five ingredients (Figure 1.4):

>

YV V

Plaintext: This is the original intelligible message or data that is fed into the algorithm as
input.

Encryption algorithm: The encryption algorithm performs various substitutions and
transformations on the plaintext.

Secret key: The secret key is also input to the encryption algorithm. The key is a value
independent of the plaintext and of the algorithm. The algorithm will produce a different
output depending on the specific key being used at the time. The exact substitutions and
transformations performed by the algorithm depend on the key.

Ciphertext: This is the scrambled message produced as output. It depends on the
plaintext and the secret key. For a given message, two different keys will produce two
different ciphertexts. The ciphertext is an apparently random stream of data and, as it
stands, is unintelligible.

Decryption algorithm: This is essentially the encryption algorithm run in reverse. It
takes the ciphertext and the secret key and produces the original plaintext.
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Figure 1.4. Simplified Model of Conventional Encryption
There are two requirements for secure use of conventional encryption:

We need a strong encryption algorithm. At a minimum, we would like the algorithm to be
such that an opponent who knows the algorithm and has access to one or more ciphertexts would
be unable to decipher the ciphertext or figure out the key. This requirement is usually stated in a
stronger form: The opponent should be unable to decrypt ciphertext or discover the key even if
he or she is in possession of a number of ciphertexts together with the plaintext that produced
each ciphertext

Sender and receiver must have obtained copies of the secret key in a secure fashion and
must keep the key secure. If someone can discover the key and knows the algorithm, all
communication using this key is readable.

We assume that it is impractical to decrypt a message on the basis of the ciphertext plus
knowledge of the encryption/decryption algorithm. In other words, we do not need to keep the
algorithm secret; we need to keep only the key secret.

Let us take a closer look at the essential elements of a symmetric encryption scheme,
using Figure 1.5 .A source produces a message in plaintext, X = [X1, X2, ..., XM]. The M
elements of X are letters in some finite alphabet. Traditionally, the alphabet usually consisted of
the 26 capital letters. Nowadays, the binary alphabet {0, 1} is typically used. For encryption, a
key of the form K = [K1, K2, ..., KJ] is generated. If the key is generated at the message source,
then it must also be provided to the destination by means of some secure channel. Alternatively,
a third party could generate the key and securely deliver it to both source and destination.
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Figure 1.5 Model of Conventional Cryptosystem
With the message X and the encryption key K as input, the encryption algorithm forms the
ciphertext Y = [Y1, Y2, ..., YN]. We can write this as Y = E(K, X) This notation indicates that Y
is produced by using encryption algorithm E as a function of the plaintext X, with the specific
function determined by the value of the key K.
The intended receiver, in possession of the key, is able to invert the transformation:

X =D(,Y)
An opponent, observing Y but not having access to K or X, may attempt to recover X or K or
both X and K. It is assumed that the opponent knows the encryption (E) and decryption (D)
algorithms. If the opponent is interested in only this particular message, then the focus of the

&

effort is to recover X by generating a plaintext estimate X Often, however, the opponent is
interested in being able to read future messages as well, in which case an attempt is made to

A
recover K by generating an estimate K .
Cryptography
Cryptographic systems are characterized along three independent dimensions:

» The type of operations used for transforming plaintext to ciphertext. All encryption
algorithms are based on two general principles: substitution, in which each element in the

» plaintext (bit, letter, group of bits or letters) is mapped into another element, and
transposition, in which elements in the plaintext are rearranged. The fundamental
requirement is that no information be lost (that is, that all operations are reversible). Most
systems, referred to as product systems, involve multiple stages of substitutions and
transpositions.

» 2. The number of keys used. If both sender and receiver use the same key, the system is

» referred to as symmetric, single-key, secret-key, or conventional encryption. If the sender
and receiver use different keys, the system is referred to as asymmetric, two-key, or
public-key encryption.

» 3. The way in which the plaintext is processed. A block cipher processes the input one
block of elements at a time, producing an output block for each input block. A stream
cipher processes the input elements continuously, producing output one element at a time,
as it goes along.
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Cryptanalysis

Typically, the objective of attacking an encryption system is to recover the key in use rather then
simply to recover the plaintext of a single ciphertext. There are two general approaches to
attacking a conventional encryption scheme:

» Cryptanalysis: Cryptanalytic attacks rely on the nature of the algorithm plus perhaps
some knowledge of the general characteristics of the plaintext or even some sample
plaintext ciphertext pairs. This type of attack exploits the characteristics of the algorithm
to attempt to deduce a specific plaintext or to deduce the key being used.

> Brute-force attack: The attacker tries every possible key on a piece of ciphertext until an
intelligible translation into plaintext is obtained. On average, half of all possible keys
must be tried to achieve success.

1.8. SUBSTITUTION TECHNIQUES

a.Caesar Cipher
The earliest known use of a substitution cipher, and the simplest, was by Julius Caesar. The
Caesar cipher involves replacing each letter of the alphabet with the letter standing three places
further down the alphabet. For example,
plain: meet me after the toga party
cipher: PHHW PH DIWHU WKH WRIJD SDUWB
Note that the alphabet is wrapped around, so that the letter following Z is A. We can define the
transformation by listing all possibilities, as follows:
plaintabcdefghijklmnopqrstuvwxyz
ciphe: DEFGHIJKLMNOPQRSTUVWXYZABC
Let us assign a numerical equivalent to each letter:

a B C d e f g h 1 j K L m

0 1 2 3 4 5 6 7 8 9 10 11 12

O P q r S t u \ w X y z

n
13 14 15 16 17 18 19 20 21 22 23 24 25

Then the algorithm can be expressed as follows. For each plaintext letter p, substitute the
ciphertext letter C
C=EQ@3,p)=(p+3)mod 26
A shift may be of any amount, so that the general Caesar algorithm is
C=E(k, p)=(p + k) mod 26
where k takes on a value in the range 1 to 25. The decryption algorithm is simply
p =D(k, C) = (C k) mod 26
If it is known that a given ciphertext is a Caesar cipher, then a brute-force cryptanalysis is easily
performed: Simply try all the 25 possible keys.
Three important characteristics of this problem enabled us to use a brute-force cryptanalysis:
» The encryption and decryption algorithms are known.
» There are only 25 keys to try.
» The language of the plaintext is known and easily recognizable.
b.Playfair Cipher
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The best-known multiple-letter encryption cipher is the Playfair, which treats digrams in the
plaintext as single units and translates these units into ciphertext digrams. The Playfair algorithm
is based on the use of a 5 x 5 matrix of letters constructed using a keyword.

M O N A R
C H Y B D
E F G 7 | K
L P O S T
U \Y \ X Z

In this case, the keyword is monarchy. The matrix is constructed by filling in the letters of the
keyword (minus duplicates) from left to right and from top to bottom, and then filling in the
remainder of the matrix with the remaining letters in alphabetic order. The letters I and J count as
one letter.

Plaintext is encrypted two letters at a time, according to the following rules:

» Repeating plaintext letters that are in the same pair are separated with a filler letter, such
as x, so that balloon would be treated as ba 1x lo on.

» Two plaintext letters that fall in the same row of the matrix are each replaced by the letter
to the right, with the first element of the row circularly following the last. For example, ar
is encrypted as RM.

» Two plaintext letters that fall in the same column are each replaced by the letter beneath,
with the top element of the column circularly following the last. For example, mu is
encrypted as CM.

» Otherwise, each plaintext letter in a pair is replaced by the letter that lies in its own row
and the column occupied by the other plaintext letter. Thus, hs becomes BP and ea
becomes IM (or JM, as the encipherer wishes).

c.Hill Cipher
Another interesting multiletter cipher is the Hill cipher, developed by the mathematician Lester
Hill in 1929. The encryption algorithm takes m successive plaintext letters and substitutes for
them m ciphertext letters. The substitution is determined by m linear equations in which each
character is assigned a numerical value (a =0, b =1 ... z = 25). For m = 3, the system can be
described as follows:

cl = (k11P1 + k12P2 + k13P3) mod 26

c2 = (k21P1 + k22P2 + k23P3) mod 26

c3 = (k31P1 + k32P2 + k33P3) mod 26
This can be expressed in term of column vectors and matrices:

1 kin ki ki p
rf'g = k-“ kzg f(g_‘:, P'E I'I'IDCI Eﬁ
3 kan  Kka ks \p3
or
C = KP mod 26

where C and P are column vectors of length 3, representing the plaintext and ciphertext, and K is
a 3 x 3 matrix, representing the encryption key. Operations are performed mod 26.
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For example, consider the plaintext "paymoremoney" and use the encryption key

17 17 5
K=1]21 18 21
2 2 14

The first three letters of the plaintext are represented by the vector

15 15 375 11
0 | ThenK| 0 | =819 |mod26 = | 13 | = LNS. Continuing in this fashion,
24 24 486 18

the ciphertext for the entire plaintext is LNSHDLEWMTRW.

Decryption requires using the inverse of the matrix K. The inverse K1 of a matrix K is
defined by the equation KK = K'K = I, where I is the matrix that is all zeros except for ones
along the main diagonal from upper left to lower right. The inverse of a matrix does not always
exist, but when it does, it satisfies the preceding equation. In this case, the inverse is:

4 9 15
K'=|15 17 6
24 0 17

If key is 2 x 2 matrix , take two plain text at a time
Suppose that the plaintext "friday" is encrypted using a 2 x 2 Hill cipher to yield the ciphertext
PQCFKU. Thus, we know that

5 15 s 2 ] 10
= L 23 — = —_
I(( 17 ) mod 26 ( lﬁ)' K(R) mod 26 (q) and K(Ed) mod 26 (2{])

Using the first two plaintext-ciphertext pairs, we have

15 2 5 8
(Iﬁ 5)_K(? 3)”‘”‘126

The inverse of X can be computed:

(15? i)l - (T 125)

15 2\/9 2 137 60 (7 8
K: — 2 —
(m 5)(1 15) (149 m?)"md B (19 3)

This result is verified by testing the remaining plaintext-ciphertext pair.
d.Polyalphabetic Ciphers:

Another way to improve on the simple monoalphabetic technique is to use different
monoalphabetic substitutions as one proceeds through the plaintext message. The general name
for this approach is polyalphabetic substitution cipher.

All these techniques have the following features in common:

» A set of related monoalphabetic substitution rules is used.

» A key determines which particular rule is chosen for a given transformation
To aid in understanding the scheme and to aid in its use, a matrix known as the Vigenere tableau
is constructed.(Figure 1.6). Each of the 26 ciphers is laid out horizontally, with the key letter for
each cipher to its left. A normal alphabet for the plaintext runs across the top. The process of

SO

14



encryption is simple: Given a key letter x and a plaintext letter y, the ciphertext letter is at the
intersection of the row labeled x and the column labeled y; in this case the ciphertextis V.
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Figure 1.6 . The Modern Vigenere Tableau

To encrypt a message, a key is needed that is as long as the message. Usually, the key is a
repeating keyword. For example, if the keyword is deceptive, the message "we are discovered
save yourself" is encrypted as follows:

key: deceptivedeceptivedeceptive

plaintext: wearediscoveredsaveyourself

ciphertext: ZICVTWQNGRZGVTWAVZHCQYGLMGJ]
Decryption is equally simple. The key letter again identifies the row. The position of the
ciphertext letter in that row determines the column, and the plaintext letter is at the top of that
column.

1.9 TRANSPOSITION TECHNIQUES

All the techniques examined so far involve the substitution of a ciphertext symbol for a plaintext
symbol. A very different kind of mapping is achieved by performing some sort of permutation on
the plaintext letters. This technique is referred to as a transposition cipher.

The simplest such cipher is the rail fence technique, in which the plaintext is written down as a
sequence of diagonals and then read off as a sequence of rows. For example, to encipher the
message "meet me after the toga party" with a rail fence of depth 2, we write the following:

mematrhtgpry
etefeteoaat

The encrypted message is

MEMATRHTGPRYETEFETEOAAT
This sort of thing would be trivial to cryptanalyze. A more complex scheme is to write the
message in a rectangle, row by row, and read the message off, column by column, but permute

15



the order of the columns. The order of the columns then becomes the key to the algorithm. For
example,

Key: 4312567

Plaintext: attackp
ostpone
duntilt

woamxyz
Ciphertext: TTNAAPTMTSUOAODWCOIXKNLYPETZ
A pure transposition cipher is easily recognized because it has the same letter frequencies as the
original plaintext. For the type of columnar transposition just shown, cryptanalysis is fairly
straightforward and involves laying out the ciphertext in a matrix and playing around with
column positions. Digram and trigram frequency tables can be useful.
The transposition cipher can be made significantly more secure by performing more than one
stage of transposition. The result is a more complex permutation that is not easily reconstructed.
Thus, if the foregoing message is reencrypted using the same algorithm,
Key: 4312567
Input: ttnaapt
mtsuoao
dwcoixk
nlypetz
Output: NSCYAUOPTTWLTMDNAOIEPAXTTOKZ

1.10. ROTOR MACHINES

The basic principle of the rotor machine is illustrated in Figure 1.7. The machine consists of a set
of independently rotating cylinders through which electrical pulses can flow. Each cylinder has
26 input pins and 26 output pins, with internal wiring that connects each input pin to a unique
output pin. For simplicity, only three of the internal connections in each cylinder are shown.
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Figure 1.7. Three-Rotor Machine with Wiring Represented by Numbered Contacts
If we associate each input and output pin with a letter of the alphabet, then a single cylinder
defines a monoalphabetic substitution. For example, in Figure 1.7, if an operator depresses the
key for the letter A, an electric signal is applied to the first pin of the first cylinder and flows
through the internal connection to the twenty-fifth output pin.
Consider a machine with a single cylinder. After each input key is depressed, the cylinder rotates
one position, so that the internal connections are shifted accordingly. Thus, a different
monoalphabetic substitution cipher is defined. After 26 letters of plaintext, the cylinder would be
back to the initial position. Thus, we have a polyalphabetic substitution algorithm with a period
of 26.
A single-cylinder system is trivial and does not present a formidable cryptanalytic task. The
power of the rotor machine is in the use of multiple cylinders, in which the output pins of one
cylinder are connected to the input pins of the next. Figure 1.7 shows a three-cylinder system.
The left half of the figure shows a position in which the input from the operator to the first pin
(plaintext letter a) is routed through the three cylinders to appear at the output of the second pin
(ciphertext letter B).
With multiple cylinders, the one closest to the operator input rotates one pin position with each
Key stroke. The right half of Figure 1.7 shows the system's configuration after a single
keystroke. For every complete rotation of the inner cylinder, the middle cylinder rotates one pin
position. Finally, for every complete rotation of the middle cylinder, the outer cylinder rotates
one pin position. This is the same type of operation seen with an odometer. The result is that
there are 26 x 26 x 26 = 17,576 different substitution alphabets used before the system repeats.
The addition of fourth and fifth rotors results in periods of 456,976 and 11,881,376 letters,
respectively.

1.11. STEGANOGRAPHY
17



A plaintext message may be hidden in one of two ways. The methods of steganography conceal
the existence of the message, whereas the methods of cryptography render the message
unintelligible to outsiders by various transformations of the text

A simple form of steganography, but one that is time-consuming to construct, is one in which an
arrangement of words or letters within an apparently innocuous text spells out the real message.
For example, the sequence of first letters of each word of the overall message spells out the
hidden message. Figure 1.8 shows an example in which a subset of the words of the overall
message is used to convey the hidden message.

2rd March
Dear George,

Greetings o all a+ Oxford. Many thanks for your
{etrer and for the Summer examination package.
All Entry Forms and Fees Forms should be ready
for final despatch 4o +he Syndicate by Friday
20%h or at the very latest, I'm told. by the 115h
Admin has improved here, though there's room
for Tmprovement sHll; just give us all +wo or three
more years and we'll really show you! Please
don't let these wretched 161 proposals destroy
your pasis O and A pattern. Certainly this

sork of change, if implemented immediately,
would bring chaos.

Sincerely yours.
Figure 1.8. A Puzzle for Inspector Morse
Various other techniques have been used historically; some examples are the following
» Character marking: Selected letters of printed or typewritten text are overwritten in
pencil. The marks are ordinarily not visible unless the paper is held at an angle to bright
light.
» Invisible ink: A number of substances can be used for writing but leave no visible trace
until heat or some chemical is applied to the paper.
» Pin punctures: Small pin punctures on selected letters are ordinarily not visible unless
the paper is held up in front of a light.
» Typewriter correction ribbon: Used between lines typed with a black ribbon, the
results of typing with the correction tape are visible only under a strong light.
Although these techniques may seem archaic, they have contemporary equivalents. [WAYN93]
proposes hiding a message by using the least significant bits of frames on a CD. For example, the
Kodak Photo CD format's maximum resolution is 2048 by 3072 pixels, with each pixel
containing 24 bits of RGB color information. The least significant bit of each 24-bit pixel can be
changed without greatly affecting the quality of the image. The result is that you can hide a 2.3-
megabyte message in a single digital snapshot. There are now a number of software packages
available that take this type of approach to steganography.
Steganography has a number of drawbacks when compared to encryption. It requires a lot of
overhead to hide a relatively few bits of information, although using some scheme like that
proposed in the preceding paragraph may make it more effective. Also, once the system is
discovered, it becomes virtually worthless. This problem, too, can be overcome if the insertion
method depends on some sort of key . Alternatively, a message can be first encrypted and then
hidden using steganography.
The advantage of steganography is that it can be employed by parties who have something to
lose should the fact of their secret communication (not necessarily the content) be discovered.
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Encryption flags traffic as important or secret or may identify the sender or receiver as someone
with something to hide.

Reference Book :

Cryptography and Network Security Principles and Practices, Fourth Edition,By William
Stallings
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