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Title

(EN) CHALLENGE RESPONSE AUTHENTICATION MECHANISM WITH DYNAMIC QUESTIONS AGAINST
BLIND ATTACKS FOR COGNITIVE IoT NETWORKS

Abstract

(EN) The Internet of Things (IoT) is the ability to give modem gadgets an opportunity to establish
themselves and communicate with one another. Smart houses, smart communities, wearables, e
health, and other IoT application domains are only a few examples. These smart systems would be
able to accumulate, evaluate, and even make decisions without the need for human intervention.
In such situations, security is paramount, and protection, in specific, is of critical importance,
considering the potential harm that a fraudulent untrusted computer in an IoT system might
cause. Restoration and confidentiality of individuals' sensitive data was always a key problem to
contend with. This problem has become much more difficult on the Internet of Things (IoT), which
enables millions of implementations. Several techniques and strategies to protect privacy are now
possible but each one has one or more flaws. This invention proposes the popular approach for
authenticating actions is the Challenge Response Authentication Mechanism (CRAM). They are a
suite of protocols in which one side issues a question (which must be answered) and the other
side must respond with a correct response to be validated. A dynamic approach to Challenge
preference and verification is used in dynamic questions. The challenges are chosen at random
with the assumption that the person will identify the correct answer if the user is genuine. A data
protection and reliability review of the system discloses that they are indeed quite versatile
towards various forms of threats and are rather efficient in terms of computing, storage,
resources, and connectivity overhead. The configurations suggested are appropriate for
implementations in realistic period and are an enticing solution for deploying mutual

National Biblio. Data Description Claims Drawings Documents

Machine translation



https://www.wipo.int/
https://www.wipo.int/patentscope/en/
https://patentscope.wipo.int/search/en/search.jsf
https://patentscope.wipo.int/search/en/detail.jsf?docId=WO2021102178&_cid=P22-LLXASF-15881-1
https://patentscope.wipo.int/search/en/detail.jsf?docId=AU324956550
https://www.wipo.int/ipcpub/?symbol=G16Y0030100000&menulang=en&lang=en
https://www.wipo.int/ipcpub/?symbol=H04L0009320000&menulang=en&lang=en
https://www.wipo.int/ipcpub/?symbol=H04L0009400000&menulang=en&lang=en
https://www.wipo.int/ipcpub/?symbol=H04W0012000000&menulang=en&lang=en
https://www.wipo.int/ipcpub/?symbol=H04W0012062000&menulang=en&lang=en
https://www.wipo.int/ipcpub/?symbol=H04W0084180000&menulang=en&lang=en
https://data.epo.org/linked-data/def/cpc/G16Y30-10
https://data.epo.org/linked-data/def/cpc/H04W84-18
https://data.epo.org/linked-data/def/cpc/H04L63-1441
https://data.epo.org/linked-data/def/cpc/H04L2209-80
https://data.epo.org/linked-data/def/cpc/H04W12-009
https://data.epo.org/linked-data/def/cpc/H04W12-062
https://patentscope.wipo.int/search/docs2/nat/AU324956550/pic/Nok-d--ZBxApVDknF89AGiYzg1w0NuAZg_ar7CEZCq5OP9YbOPyuqWkyHgAW86CqTWMbi-8A0yebiFdx-mj2Pw


Muthumari, Rajesh
Priya, Krishna
Rajavel, A.
S., Arjun.

Agents

raj, Kevin MR

authentication in IoT network. Figure 2: Challenge Response mechanism 3) Discards the Password
Figure 3: Challenge Response Authentication Protocol activity flow diagram





Patent number: 2021101212

The Commissioner of Patents has granted the above patent on 28 April 2021, and certifies that the below 
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Name of inventor(s):
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Danish; A, Annai Theresa; N, Vithyalakshmi; R, Pandian; S, Lalithakumari; Shaik, Mahaboob and MOHAMMED, 
ARSHAD

Term of Patent:
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Dated this 28th day of April 2021

Commissioner of Patents
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NOTE: This Innovation Patent cannot be enforced unless and until it has been examined by the Commissioner of 
Patents and a Certificate of Examination has been issued. See sections 120(1A) and 129A of the Patents Act 
1990, set out on the reverse of this document.

Dated this 28th day of April 2021

Commissioner of Patents



Extracts from the Patents Act, 1990

Sect 120(1A) Infringement proceedings in respect of an innovation patent cannot be started 

unless the patent has been certified.

Sec 128 Application for relief from unjustified threats

               (1) Where a person, by means of circulars, advertisements or otherwise, threatens 

a person with infringement proceedings or other similar proceedings a person 

aggrieved may apply to a prescribed court, or to another court having 

jurisdiction to hear and determine the application, for:

                      (a) a declaration that the threats are unjustifiable; and

                      (b) an injunction against the continuance of the threats; and

                      (c) the recovery of any damages sustained by the applicant as a result of the 

threats.

                (2) Subsection (1) applies whether or not the person who made the threats is 

entitled to, or interested in, the patent or a patent application.

Sec 129A Threats related to an innovation patent application or innovation patent 

and courts power to grant relief.

Certain threats of infringement proceedings are always unjustifiable.

(1) If:

(a) a person:

(i) has applied for an innovation patent, but the application has not been 

determined; or

(ii) has an innovation patent that has not been certified; and

(b) the person, by means of circulars, advertisements or otherwise, threatens a 

person with infringement proceedings or other similar proceedings in respect of 

the patent applied for, or the patent, as the case may be;

then, for the purposes of an application for relief under section 128 by the 

person threatened, the threats are unjustifiable.

Courts power to grant relief in respect of threats made by the applicant for an innovation patent or the 

patentee of an uncertified innovation patent

(2) If an application under section 128 for relief relates to threats made in respect 

of an innovation patent that has not been certified or an application for an 

innovation patent, the court may grant the application the relief applied for.

Courts power to grant relief in respect of threats made by the patentee of certified innovation patent

(3) If an application under section 128 for relief relates to threats made in respect 

of a certified innovation patent, the court may grant the applicant the relief 

applied for unless the respondent satisfies the court that the acts about which 

the threats were made infringed, or would infringe, a claim that is not shown by 

the applicant to be invalid.

Schedule 1            Dictionary

certified, in respect of an innovation patent other than in section 19, means a 

certificate of examination issued by the Commissioner under paragraph 

101E(e) in respect of the patent



Patent number: 2021100009

The Commissioner of Patents has granted the above patent on 24 March 2021, and certifies that the below 
particulars have been registered in the Register of Patents.

Name and address of patentee(s):

Dhanalakshmi  R of Professor, Dept. of CSE, KCG College of Technology, Karapakkam Tamilnadu 600097 India

Praveen Joe  I R of Associate Professor, CSE, KCG College of Technology Chennai Tamilnadu 600016 India
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603203 India
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Dhaya  C of Professor, Dept of CSE, Adhiparasakthi Engineering College Melmaruvathur Tamilnadu 603319 
India

Prakash  B of Assistant professor, Dept of IT, Sri Venkateswara College of Engineering, Pennalur Sriperumbudur 
Tamilnadu 602117 India

Niranjana  G of Associate Professor, Department of CSE, SRM Institute of Science and Technology Chennai 
Tamilnadu 603203 India

Punitha  A of Professor, Dept of CSE, Chettinad College of Engineering & Tech Karur Tamilnadu 639114 India

Title of invention:

Profile Based Digitization of Medical Records in Cloud

Name of inventor(s):

R, Dhanalakshmi; I R, Praveen Joe; M, Thenmozhi; T, Judgi; C, Dhaya; B, Prakash; G, Niranjana and A, Punitha

Term of Patent:

Eight years from 2 January 2021

NOTE: This Innovation Patent cannot be enforced unless and until it has been examined by the Commissioner of 
Patents and a Certificate of Examination has been issued. See sections 120(1A) and 129A of the Patents Act 
1990, set out on the reverse of this document.

Dated this 24th day of March 2021

Commissioner of Patents
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Patent number: 2020102232

The Commissioner of Patents has granted the above patent on 14 October 2020, and certifies that the below 
particulars have been registered in the Register of Patents.

Name and address of patentee(s):

HUMCEN Co of Research and Development Division, R&D Division,HumCen Co Chennai TamilNadu- 600045 
India

C.  SATHIYAVEL of Research Associate, R&D Division, HumCen Co Chennai TamilNadu- 600045 India

S.  RAMESH of Associate Professor, Department of ECE, VFSTR, Vadlamudi Post Guntur Dist Andhra Pradesh- 
522213 India

GNANA  KOUSALYA.C of Professor and Head, Department of ECE, St.Joseph's Institute of Technology, OMR 
Chennai, TamilNadu- 600119, India

ROHINI.  G of Professor, Department of ECE, St.Joseph's Institute of Technology, OMR Chennai, TamilNadu- 
600119, India

BOOPATHI.  S of Professor, Department of Mechanical Engg, P.T.Lee Chengalvaraya Naicker College of, Engg 
and Tech Kanchipuram, TamilNadu- 631502, India

ABRAHAM  MARYKUTTY of Flat.B, Sudharma Apartments, No.7, Ganesh Avenue, Pallikaranai Chennai, 
TamilNadu- 600100 India

ROHIT  MURALI of 169, Chithirai salai, Sathyanarayana Puram, Moulivakkam, Porur Chennai, TamilNadu- 
600116, India

UMA  PRIYADARSINI.P.S of T.C 21/569(1), Karamana PO Trivandrum, Kerala- 695002, India

THIRUNAVUKKARASU.  J of No.2, Beriyamman Nagar, 1st Street, Chromepet Chennai, TamilNadu- 600044, 
India

SURAJ.  S of 33, Jagajeevanram Nagar, Selaiyur Chennai, Tamil Nadu- 600073, India

Title of invention:

IOT BASED TOUCH DETECTING HAND GLOVE FOR POST PANDEMIC SAFETY

Name of inventor(s):

SATHIYAVEL, C.; RAMESH, S.; KOUSALYA C., GNANA; G., ROHINI; S., BOOPATHI; ABRAHAM, 
MARYKUTTY; MURALI, ROHIT; PRIYADARSINI P.S, UMA; J., THIRUNAVUKKARASU and S., SURAJ

Term of Patent:

Eight years from 13 September 2020

NOTE: This Innovation Patent cannot be enforced unless and until it has been examined by the Commissioner of 
Patents and a Certificate of Examination has been issued. See sections 120(1A) and 129A of the Patents Act 
1990, set out on the reverse of this document.

Dated this 14th day of October 2020

Commissioner of Patents

This data, for application number 2020102232, is current as of 2022-12-07 21:00 AEST
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Dated this 14th day of October 2020
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Extracts from the Patents Act, 1990

Sect 120(1A) Infringement proceedings in respect of an innovation patent cannot be started 

unless the patent has been certified.

Sec 128 Application for relief from unjustified threats

               (1) Where a person, by means of circulars, advertisements or otherwise, threatens 

a person with infringement proceedings or other similar proceedings a person 

aggrieved may apply to a prescribed court, or to another court having 

jurisdiction to hear and determine the application, for:

                      (a) a declaration that the threats are unjustifiable; and

                      (b) an injunction against the continuance of the threats; and

                      (c) the recovery of any damages sustained by the applicant as a result of the 

threats.

                (2) Subsection (1) applies whether or not the person who made the threats is 

entitled to, or interested in, the patent or a patent application.

Sec 129A Threats related to an innovation patent application or innovation patent 

and courts power to grant relief.

Certain threats of infringement proceedings are always unjustifiable.

(1) If:

(a) a person:

(i) has applied for an innovation patent, but the application has not been 

determined; or

(ii) has an innovation patent that has not been certified; and

(b) the person, by means of circulars, advertisements or otherwise, threatens a 

person with infringement proceedings or other similar proceedings in respect of 

the patent applied for, or the patent, as the case may be;

then, for the purposes of an application for relief under section 128 by the 

person threatened, the threats are unjustifiable.

Courts power to grant relief in respect of threats made by the applicant for an innovation patent or the 

patentee of an uncertified innovation patent

(2) If an application under section 128 for relief relates to threats made in respect 

of an innovation patent that has not been certified or an application for an 

innovation patent, the court may grant the application the relief applied for.

Courts power to grant relief in respect of threats made by the patentee of certified innovation patent

(3) If an application under section 128 for relief relates to threats made in respect 

of a certified innovation patent, the court may grant the applicant the relief 

applied for unless the respondent satisfies the court that the acts about which 

the threats were made infringed, or would infringe, a claim that is not shown by 

the applicant to be invalid.

Schedule 1            Dictionary

certified, in respect of an innovation patent other than in section 19, means a 

certificate of examination issued by the Commissioner under paragraph 

101E(e) in respect of the patent



Patent number: 2020101682

The Commissioner of Patents has granted the above patent on 26 August 2020, and certifies that the below 
particulars have been registered in the Register of Patents.

Name and address of patentee(s):

CHRISTO  ANANTH of Department of Electronics and, Communication Engineering, St.Mother Theresa 
Engineering College Thoothukudi Tamil Nadu India

Praghash  K of Assistant Professor, Department of Electronics & Communication Engineering, Koneru 
Lakshmaiah Education Foundation Vaddeswaram Andhra Pradesh India

Niha  K of Research Scholar, Computer, Science and Engineering, Crescent, Institute of Science and 
Technology Chennai Tamil Nadu India

Narendran  S of Research Scholar, Electronics, and Communication Engineering SRM Institute of Science and 
Technology Chennai Tamil Nadu India

Marshiana  D of Assistant Professor, Department Of, Electronics & Instrumentation Sathyabama, Institute Of 
Science And Technology Chennai Tamil Nadu India

Nanjesh  BR of Assistant Professor, Department of, Information Science & Engineering, Adichunchanagiri 
Institute of Technology Chikkamagaluru Karnataka India

Ahila  A of Associate Professor, Sethu Institute of, Technology, Anna University, Kariapatti Virudhunagar District 
Tamil Nadu India

G.Victor  Emmanuel of Professor, Department of Mathematics, St.Mother Theresa Engineering College 
Thoothukudi Tamil Nadu India

D. Angeline  Ranjithamani of AP & HOD, Computer Applications, Francis Xavier Engineering College Tirunelveli 
Tamil Nadu India

Selina  Annie Retna V of PG Student, Department of Computer Science and, Engineering Francis Xavier 
Engineering College Tamil Nadu India

Title of invention:

ELECTROCARDIOGRAM REMOTE MONITORING SYSTEM BASED ON ARTIFICIAL INTELLIGENCE

Name of inventor(s):

ANANTH, CHRISTO; K., Praghash; K., Niha; S., Narendran; D., Marshiana; BR, Nanjesh; A., Ahila; Emmanuel, 
G.Victor; Ranjithamani, D. Angeline and Annie Retna V., Selina

Term of Patent:

Eight years from 5 August 2020

Dated this 26th day of August 2020

Commissioner of Patents

This data, for application number 2020101682, is current as of 2020-09-30 21:00 AEST



Patent number: 2020101682

NOTE: This Innovation Patent cannot be enforced unless and until it has been examined by the Commissioner of 
Patents and a Certificate of Examination has been issued. See sections 120(1A) and 129A of the Patents Act 
1990, set out on the reverse of this document.

Dated this 26th day of August 2020

Commissioner of Patents



Extracts from the Patents Act, 1990

Sect 120(1A) Infringement proceedings in respect of an innovation patent cannot be started 

unless the patent has been certified.

Sec 128 Application for relief from unjustified threats

               (1) Where a person, by means of circulars, advertisements or otherwise, threatens 

a person with infringement proceedings or other similar proceedings a person 

aggrieved may apply to a prescribed court, or to another court having 

jurisdiction to hear and determine the application, for:

                      (a) a declaration that the threats are unjustifiable; and

                      (b) an injunction against the continuance of the threats; and

                      (c) the recovery of any damages sustained by the applicant as a result of the 

threats.

                (2) Subsection (1) applies whether or not the person who made the threats is 

entitled to, or interested in, the patent or a patent application.

Sec 129A Threats related to an innovation patent application or innovation patent 

and courts power to grant relief.

Certain threats of infringement proceedings are always unjustifiable.

(1) If:

(a) a person:

(i) has applied for an innovation patent, but the application has not been 

determined; or

(ii) has an innovation patent that has not been certified; and

(b) the person, by means of circulars, advertisements or otherwise, threatens a 

person with infringement proceedings or other similar proceedings in respect of 

the patent applied for, or the patent, as the case may be;

then, for the purposes of an application for relief under section 128 by the 

person threatened, the threats are unjustifiable.

Courts power to grant relief in respect of threats made by the applicant for an innovation patent or the 

patentee of an uncertified innovation patent

(2) If an application under section 128 for relief relates to threats made in respect 

of an innovation patent that has not been certified or an application for an 

innovation patent, the court may grant the application the relief applied for.

Courts power to grant relief in respect of threats made by the patentee of certified innovation patent

(3) If an application under section 128 for relief relates to threats made in respect 

of a certified innovation patent, the court may grant the applicant the relief 

applied for unless the respondent satisfies the court that the acts about which 

the threats were made infringed, or would infringe, a claim that is not shown by 

the applicant to be invalid.

Schedule 1            Dictionary

certified, in respect of an innovation patent other than in section 19, means a 

certificate of examination issued by the Commissioner under paragraph 

101E(e) in respect of the patent



Patent number: 2020101843

The Commissioner of Patents has granted the above patent on 9 September 2020, and certifies that the below 
particulars have been registered in the Register of Patents.

Name and address of patentee(s):

CHRISTO  ANANTH of Department of Electronics and, Communication Engineering, St.Mother Theresa 
Engineering College Thoothukudi Tamil Nadu India

Narasimman  P of Assistant Professor, Electrical and, Electronics Engineering, CK College of Engineering and 
Technology Cuddalore Tamil Nadu India

Priya  N. of Assistant Professor, Electrical and, Electronics Engineering, Periyar, Maniammai Institute of Science 
and Technology, Thanjavur Tamil Nadu India

Aaron  James S of Lecturer IBRI College of Technology Sultanate Of Oman Oman

Anupama  Prasanth of Programme Head, College of Computer Studies AMA International University Kingdom of 
Bahrain Bahrain

Densy  John Vadakkan of Assistant Professor, College of Computer Studies AMA International University 
Kingdom of Bahrain Bahrain

Vinothkumar  C of Assistant Professor, Department of, Electronics Instrumentation Engineering, Sathyabama 
Institute of Science and Technology, Chennai Tamil Nadu India

Thangam  C of Assistant Professor / HOD, Department, of Electronics and Communication, Engineering, 
St.Mother Theresa Engineering College, Thoothukudi Tamil Nadu India

Electa Alice  Jayarani. A of Assistant Professor, Department of, Electronics & Communication Engineering, 
St.Mother Theresa Engineering College Thoothukudi Tamil Nadu India
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Extracts from the Patents Act, 1990

Sect 120(1A) Infringement proceedings in respect of an innovation patent cannot be started 

unless the patent has been certified.

Sec 128 Application for relief from unjustified threats

               (1) Where a person, by means of circulars, advertisements or otherwise, threatens 

a person with infringement proceedings or other similar proceedings a person 

aggrieved may apply to a prescribed court, or to another court having 

jurisdiction to hear and determine the application, for:

                      (a) a declaration that the threats are unjustifiable; and

                      (b) an injunction against the continuance of the threats; and

                      (c) the recovery of any damages sustained by the applicant as a result of the 

threats.

                (2) Subsection (1) applies whether or not the person who made the threats is 

entitled to, or interested in, the patent or a patent application.

Sec 129A Threats related to an innovation patent application or innovation patent 

and courts power to grant relief.

Certain threats of infringement proceedings are always unjustifiable.

(1) If:

(a) a person:

(i) has applied for an innovation patent, but the application has not been 

determined; or

(ii) has an innovation patent that has not been certified; and

(b) the person, by means of circulars, advertisements or otherwise, threatens a 

person with infringement proceedings or other similar proceedings in respect of 

the patent applied for, or the patent, as the case may be;

then, for the purposes of an application for relief under section 128 by the 

person threatened, the threats are unjustifiable.

Courts power to grant relief in respect of threats made by the applicant for an innovation patent or the 

patentee of an uncertified innovation patent

(2) If an application under section 128 for relief relates to threats made in respect 

of an innovation patent that has not been certified or an application for an 

innovation patent, the court may grant the application the relief applied for.

Courts power to grant relief in respect of threats made by the patentee of certified innovation patent

(3) If an application under section 128 for relief relates to threats made in respect 

of a certified innovation patent, the court may grant the applicant the relief 

applied for unless the respondent satisfies the court that the acts about which 

the threats were made infringed, or would infringe, a claim that is not shown by 

the applicant to be invalid.

Schedule 1            Dictionary

certified, in respect of an innovation patent other than in section 19, means a 

certificate of examination issued by the Commissioner under paragraph 

101E(e) in respect of the patent
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